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ABSTRACT 

For both the generation and utilization of information, the web is turning into a standard though the security 

for private information is progressively diminishing. In this way, to have a protected exchange in the 

information, security and protection would be the key issues to be considered. As of late, security has become 

a key issue in numerous information mining and information disclosure fields which lead to the advancement 

of numerous Privacy-Preserving Data Mining (PPDM) systems. In our work, we utilize not many of these 

methods to secretly save the information holder, for example, emergency clinic information. In this, we use 

methods named "Anonymization", "Concealment", "Speculation" and "Information Hiding" on various fields 

for the information to be progressively secure and venture the information which is helpful to general society. 

This is another method for our way to deal with make mindfulness among general society to be progressively 

mindful and wellbeing cognizant. The changed information is grouped dependent on infections. In view of the 

end client necessity, the private information of the individual is covered up and the necessary information is 

anticipated. 

1. INTRODUCTION 

Security of that database is a paramount issue. The mining applied to this database is referred as 

“mining” or “extracting” knowledge from the huge amounts of data. Discovering interesting 

knowledge from huge databases or data warehouses or any other repositories is known as “Data 

Mining”. By applying data mining high level information or interesting knowledge is discovered 

which can be viewed or used for future implementation. One of the most important frontiers for 

database Systems is considered as data mining and it is also the interdisciplinary action in the 

information industry. This extraction of useful information from huge collection of databases are 

applicable in many real time scenarios such as supermarket database analysis, customer relationship 

analysis, hospital databases etc. This valuable data discovered by mining the huge collection of 

database is misused. So the data to be private and to be preserved this would be an issue in the 

privacy concern. This privacy implies that the individual information to be secured privately without 

viewing or making it available to others. Once the privacy has lost we cannot prevent it from the 

misuse. Let us consider an example, if the fields like user id or contact fields are known then the 

data may be misused. To solve the problem of privacy there are few methods namely PPDM1 

techniques which deals with the issue of protecting the privacy of the sensitive or the individual data. 

The aim of this PPDM concept is to mine the information from huge collection of databases at the 

same time protecting the meaningful information. The problem arises at the point where the result 
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sets of the mined data are to be preserved and are to be kept private. For example, when hospital 

database is considered, the private data of the patient along with the public fields are maintained by 

the hospital database which is not to be projected publicly. In this concern we use PPDM techniques 

to maintain privacy for the individual’s private data. 

Normally the data is distributed1, and this distributed database scenario is classified as1: 

These can be discussed as both centralised and also the distributed environment where the data will 

be distributed in different sites as shown in the below Figure 1. 

 

 

Figure 1. Data distribution. 

1.1 Horizontally Partitioned Data 

In this approach the database is divided into horizontal partitions. The data from different areas have 

the records about the same entity or the particular product or person. This info is used for mining the 

data.  

1.2 Vertically Partitioned Data 

In this approach the database is divided into vertical partitions. This will have the different attributes 

with same no. of transactions in the data. This is now extended to the various data mining 

applications like Naïve Bayes’ Classifier, k-means Clustering and etc.  
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2. FRAMEWORK OF PPDM 

In Knowledge Discovery from Databases (KDD) or Data Mining processes the data is gathered from 

a single or multiple institutions and is stored at a Database. Now the collected data is then 

transformed to a particular structure which suits the analytical approach which is stored in large data 

warehouses. After the data is transformed the data mining techniques are applied to that data which 

results in Knowledge or Information. This framework of PPDM2 consists of three different levels 

which are stated in Figure 2. 

 

Figure 2. Framework of privacy preserving data mining. 

This level 1 consists of databases or raw data where the transactions are present. The second level 

comprises with the Data Mining techniques which ensure the privacy of data. The third level includes 

the results of those datamining algorithms and techniques. 

2.1 Level 1 

This foremost level contains the raw data which is collected from a single or multiple organisations 

which are to be processed for analytical approach. This will also be the level where we should 

consider the privacy issue. The main part of this level would be making the raw data to be suited for 

analytical approach. 

2.2 Level 2 

Now the data from the warehouses is then applied with different techniques which sterilize the data. 

This sterilized data cannot be accessed or viewed by any miner. The above stated techniques are: 

Suppression, Generalisation, Perturbation, Blocking etc. Now the different data mining algorithms 

are applied to the data which is processed for the knowledge discovery or meaningful information. 
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2.3 Level 3 

The last but not the least level includes the checking process for its sensitivity towards the risks. This 

information processed in the above level is verified for its sensitivity and then it is used as it can face 

any disclosure risks. In this level the mined data undergoes with the privacy preservation techniques 

which help in protecting the data from the unauthorised users. Now the private data of an individual 

will be safe and secure and cannot be misused. 

3. PPDM TECHNIQUES 

These PPDM techniques are of two types. These data mining techniques are applied at two different 

levels. The new approaches obtained will be allowed at the time of mining the data and also at the 

time of resulting the information or knowledge. These are given below: 

 

PPDM techniques can be classified as stated below2:  

 

 
Our work is under Privacy Preserving Data Mining. 

3.1 Data Modification 

Data Modification is the technique which is used to modify the original private data of an individual. 

This technique when applied modifies/changes the original data based on the technique applied. In 

this Data modification the following are the sub techniques: 

 

3.2 Data Distribution 

Data Distribution3,4 is the technique in which the original data is distributed. This distributed data 

is classified as horizontally portioned data and vertically partitioned data. This is explained earlier. 

This technique refers to the data which resides in different places. 
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3.3 Data Mining 

Data Mining5 is the technique in which raw dataset is considered and extract information and arrange 

it in a meaningful format for the future use. This data mining has the following techniques: 

 

 

3.4 Data Hiding 

Data Hiding is also called as Rule Hiding. Data Hiding is the technique in which the original data or 

the raw data and the grouped data are hidden. This Data Hiding is referred to protect the private data 

of an individual which includes data fields like name, contact, address, personal id’s etc. Whereas 

rule hiding is referred as the technique in which the confidential information/knowledge is protected. 

This is called as Data Hiding. 

3.5 Privacy Preserving 

Privacy preserving6 techniques are those which are used to preserve the private data of an individual. 

These Privacy Preserving techniques are again classified based on few types:  

 

4. PROBLEM DEFINITION 

Biomedical involves the applications of the natural sciences, especially the biological and 

physiological to clinical medicine. It is a discipline in biological, medicine to improve human health 

by integrating the medical usages to help the clinical practices. This can be done through the 

advancement of medical sciences and the database management system which creates huge number 

of databases in the medical world. Here we are introducing data mining technique through extracting 

the useful information from the raw bio medical data which helps to discover and manage the large 

heterogeneous data. This data can be used to make the work of doctors and practitioners slightly 

less. The advancements in this field is not only limited to this sector but can be implemented into 

various sectors. 
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Now a day’s security has become the key issue regarding any type of data we here are with a solution 

to have more secured data. Our work Analysing and Performing Privacy Preserving Data Mining7 

on Medical Databases deals the key issue i.e., having security for the preserved data. The main aim 

of our work is to secure the private data (hospital) of an individual while projecting it to an end user. 

This is implemented using different techniques namely Anonymization, Generalization, Suppression 

and Data Hiding. These are the four different techniques which we implement on the individual 

fields in the data base so that the original data of the patient is hidden and the required fields such as 

disease name, medicine used, period of time required to cure, precautions to be taken etc. are 

projected to the end user. After modifying the original data using PPDM techniques, the modified 

data is then made into clusters based on disease and the age group using Weka tool. Now the 

clustered data is used to easily identify the fields based on the end user requirement. The 

requirements of the end user are considered using a web page. 

5. PROPOSED TECHNIQUE 

Considering single hospital dataset which contains the different fields like patient id, Name, DOB, 

Age, Gender, Address, Contact, Disease, Prescription, period of treatment, precautions etc. As this 

data includes the personal fields like address, contact, DOB etc. these private fields are to be secured 

and are not to be known. As our main aim is to project the data to the public and to create awareness 

among them about the diseases occurring and to provide precautions they should look about in order 

to avoid diseases. This data includes the private fields of the individuals, so that they should be 

privately preserved and only the public data to be projected either to the public or practitioner or the 

doctors. For this to be done we came up with an idea which is shown in Figure 3 of applying a 

“Hybrid Technique” to the private data fields and to hide them from the public. This Hybrid 

technique is the combination of two or more PPDM techniques. In our work we apply three different 

techniques namely “Anonymization”, “Generalization”, “Suppression”, and “Data Hiding” on the 

different fields of the private data so that they will not be identified by anyone. 
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Figure 3. Explanation of proposed work. 

After applying the PPDM techniques the modified data is then clustered into groups based on 

diseases and age groups. The difference between the original data and the modified data is shown. 

The modified data clusters8 are done using “Weka” tool. This clustered data is then connected to the 

front end called Web page. This Web page consists the information about the Hospital and also the 

search box in which the end use based on his requirement of the disease can search the details. He 

can even specify the age group when required. Based on his own requirement the data required 

would be projected in which the personal details of the patient would be hidden. 

6. PROPOSED SOLUTION 

The Hospital data which is considered contains the private fields of the patient in which they are to 

be modified by applying PPDM techniques so that those private fields cannot be accessed by either 

public or practitioners. That data to be modified we need to apply few PPDM8 techniques. In our 

work we implement four different techniques. 

Classification of PPDM techniques based on few criteria are: 
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These are the techniques classified under Privacy Preserving Data Mining. These are explained 

below. In which we use the techniques namely Anonymization, Generalization, Suppression and 

Data Hiding. 

6.1 Anonymization 

This is one of the PPDM techniques. In our present work this is the technique which we are 

implementing. This includes other sub parts like Generalization and Suppression. These are the three 

techniques used on different attributes of hospital database. All the private details of the patient are 

hidden using these techniques and the public data is projected out using the help of web page. 

This Anonymization is the technique where it hides the data. For example, let us consider the zip 

code attribute. This should be hidden and should not be accessed by other users. This is shown in 

the below Table 1. 

 

In this way the private data can be hidden and can be protected. 

6.2 Generalization 

This is the other technique we use to hide the private data of the patient. This is the technique in 

which it generalizes the data. For example, when considered a supermarket data base the products 

are to be generalized as shown in the below Table 2. 

 

 

6.3 Suppression 

This is the technique in which we suppress the original data so that the end user cannot access the 

original data. For example, considering the private attribute like address, it should be hidden. As 

being a private field it should not be predicted by the end user. So the original data is suppressed to 

maintain privacy as shown in the below Table 3. 
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6.4 Data Hiding 

In this we also use a technique called “Data Hiding9” which is used to hide the private fields of 

patient like Name and etc. The entire attribute is hidden from the database. This is one of the PPDM 

technique used to preserve private data and maintain the privacy. 

6.5 Hybrid 

This is a technique in which we combine two or more techniques to provide privacy to the data. As 

these PPDM techniques are many in numbers, this is a new approach in which we combine more 

number of techniques to provide more security to the private data. This technique results in more 

accuracy to the data fields. In our present work we combine 4 different techniques and so it is called 

as “Hybrid Technique10”, the different techniques namely Anonymization, Generalization and 

Suppression. These Generalization and suppression are the part of Anonymization. The other 

technique namely Data Hiding is used to hide the private data fields, here which is used for the field 

named “Patient name.” Considering a hospital database which has the private fields of patient details 

like “Pid, Name, Dob, Age, Gender, Address, Contact, Disease, Prescription, Treatment Duration 

and Precautions” in which the fields like Patient name, Contact, Address and Dob are private fields 

in which privacy is needed and are to be hidden. The other fields are public data and can be projected 

to the public. So, to the fields where we need to provide security PPDM techniques are applied. The 

above stated three techniques are here applied to the private details of the patient. 

 

 Anonymization : Contact  

 Generalisation : Dob  

 Suppression : Address  

 Data Hiding: Patient Name 

 

The original data would be modified using the above specified techniques and the difference between 

the original and modified data s shown below. The modified data is clustered based on “diseases” 

using “Weka” tool. This clustered data is connected to the front end. This web page includes the 

search box for the end user in which he can specify the disease he requires to get the information. 

This result gives you the clear idea about the disease, symptoms, precautions, medicine and etc. This 

data also includes the private fields of the patient which are secure as PPDM techniques have been 

applied to the data. This data when projected publicly, private fields will be preserved securely and 

cannot be predicted by others. 
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7. RESULTS 

In this work the original database is modified using PPDM techniques which are stated above. Figure 

4 shows you the original database which is stored and the PPDM techniques are applied for the 

datasets. After applying the techniques, the result is shown in Figure 5. 

 

Figure 4. Original database. 

 

Figure 5. Original database. 
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The difference between the original datasets and the modified datasets are shown in Figures 6, 7. 

 

Figure 6. Before Applying PPDM techniques. 

 

Figure 7. After PPDM techniques. 

As the data is retrieved from the front end based on end user requirement the page in which end user 

checks for the data based on the disease requirement.  

8. CONCLUSION 

This work is done to project the live hospital data so that they can take needful measures. But this 

includes a problem of patient’s private data. In our work we overcame this problem by using 3 

different PPDM techniques. This will be a useful idea even for the practitioners or for the public to 

provide awareness. This can be in future implemented by having the database of various hospitals. 


